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Reliability of Embedded Electronics: 
Tackling the underlying Physics of Failure in COTS emerging Technologies 
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εM (Model incertitude e.g. 
Multiphysics coupling; non-lnearity)

 Geometry:  G + εG
 Material Properties: M +εM

Physical Design

 Control / Piloting:  C + εC
 Environmental: E +eE

Usage Conditions (MP)

εx = Incertitude (Error / Noise) with given PDF (large enough number of items/samples NEEDED)
NOTE: Incertitude origins: i) Measurement,  ii) Manufacturing,  iii) Epistemic (lack of information on the targeted item) 
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* RISK Criticity = P x S
Where P = Probability  S = Severity
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Three reliability focuses: 

FRAME (Failure Risk Assessment Methodology)

From emerging COTS components

Source: GaN Systems

Analyse physique 
Composant GaN

Electrical drift VS. Temp.

Validation Numérique VS. Expérimentale

to Durability
(Lifetime) and 
Robustness
Estimation

Physics of 
Failure 
Understanding
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Thermo-mechanical reliability of BGA solder joints
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• β-Sn recrystallization

β-Sn grain size

Bright field observation

Partial crack 
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• Ag3Sn coarsening 

BGA solder joint after 1300 thermal cycles

Crack propagation

Crack propagation
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BGA288
Lifetime analysis

Solder microstructural agingFailure and microstructure analysis

Recrystallized areas
Best Paper 

Award ESREF 
2021

5 years horizon with focus on WBG

 Electrcal. / Multiph.
(Charct.& Simul.)

 Reliability Models
(design rules)

 Reliability Testing
 Feedback to

Manufacturers

SiC (COTS discrete – die level)

GaN – (COTS Discrete – Die level)

 Electrcal. / Multiphusics
(Charctarisat. & Simulation)  Feedback to

Manufacturers

Margin Agent Embedding
(Real Time degradation
Analysys)
 Toward zero failure

 Reliability Testing
 Reliability Models

SiC Power Module (COTS)  Reliability Models
(design rules)

 Feedback to
Manufacturers

 Electrcal. / Multiph.
(Charct.& Simul.)

~100KW SiC Power Module Technological & Methodological Bricks (double side cooled)  

~1 KW GaN/SiC Power Module Technological & Methodological Bricks (PCB embedded)  

~10 KW GaN/SiC Power Module Technological & Methodological Bricks (Ceramic embedded)  

Qualification protocols (Standardisation / Normalisation)  

Failure Risk Assessment Methodlogies (FRAME) - capitalisation tool - for given MP/Applications

Instrumented
« STANDARD » 
power module

GaN Switching Cell (PCB embedded) Reliability Models
(design rules)

 Reliability 
Testing

 Electrcal. / Multiph.
(Charct.& Simul.)

High Integration & EfficiencyLegend: High Reliability in harsh env / high constrains.

Projects supporting roadmap

INTEGRATION (2014 – 2018)

Under construction

On going

Over

OCEANE (2021 – 2025)

CHPA 2020-2022

ROBUSTESSE (2015 – 2018)

FELINE (2017 – 2020)

SICRET (2020 – 2023)

GANRET (2022 – 2026)

SOLER (2022 – 2025) Reliability / 
Robustness

(HiREL)

HEMOWHY   (2022 – 2026)

Service

EU Projects

Legend:

TVS (ECPE)

SICRET+ (2022 – 2024)

SICRET Program

GANRET Program

P. Roumanille et al – ESREF 2021 (Best Paper Award) Source: Projects FELINE WP4 (2017-2021)

HIGH RELIABILITY ENERGY
Center of Competence

Bridging Emerging Technologies to Harsh Environment Operation !

 Emerging technologies evolve with very fast pace (“Moore’s law” – “Edholm’s Law” - …) 2x / 18MM 
 Shortcoming in technology maturity hinder manufacturing yield and qualification (extrinsic failure)
 Lacks of Design rules - testing methodologies & standards (often outdated and/or not adapted) ! 

 Manufacturers (ODM) have deepest knowledge about their product but are not willing to share ( x niche 
market)

 In harsh environment operation (such as automotive to aeronautic and space) ROBUSTNESS and 
DURABILITY may be significantly impacted (difficult to untangle increase CFR and decrease EOL)

 Mastering Reliability is essential to Safety, Availability and Greener adoption of COTS based 
equipment/systems (strong impact on Product Lifecycle at R&D phase so as into the useful lifetime).

Design – Manufact. – Testing 
Optimisation

(in Development Phase)

Work Groups 
/ Network

Collaborations
To be Finalized

Intern. Lab. / 
Univ. 

Reliability
Of 

Electrochemical 
Storage 

Battery and Fuel-Cell 

Failure Mechanisms  & EMC / EMI
Experimental testing and Modeling  

 Reliability 
Testing
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